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摘  要
         
         
随着二维码在人们生活中的广泛应用，越来越多的领域都将二维码作为商机或机遇
，进行积极的结合和发展。而在防伪领域当中，二维码的应用却属于“空白阶段
”，为了研究二维码在防伪认证上的使用效果与使用优势，本文对二维码对于离线
文档的防伪认证进行简要阐述。
本文对当前国内外常见的防伪认证技术进行简要分析，通过对这些防伪认证技术的
主要应用技术与应用领域进行探究，充分发掘二维码的防伪认证可信性，并结合当
前主流加密、签名方案，确立了通过将数据签名算法应用于QR Code载体中从而达
到二维码防伪效果的系统设计思路与技术路线，提出了基于身份的椭圆曲线数字签
名方案同二维码相结合的离线文档防伪认证系统方案。该方案有效的解决了文档不
能脱离网络及数据库验证等问题。
本文的主要工作内容如下：
1.本文在介绍当前常用的防伪认证技术的基础上，依据目前的离线文档认证的不足
提出将基于身份的椭圆曲线数字签名方案同二维码结合的离线文档防伪认证系统。
2.本文从需要用到的技术入手，分别介绍了本系统中需要应用到的两个重要的技术
知识。首先对比较典型和目前比较流行的几种二维码进行了简单介绍，并总结了二
维码的技术特点，随后对QR Code的信息编码和纠错编码进行了研究。随后从数字
签名出发，重点对基于身份的加密和数字签名进行了介绍，对他们的实际应用展开
探讨，在最后介绍了基于身份的椭圆曲线数字签名方案。
3.本文研究了当前较流行的QR Code生成方案，同本系统的需求，提出了基于数据
量的QR Code生成方案，并对其性能进行了测试和分析。
4.本文结合基于数据量的QR Code生成方案与基于身份的椭圆曲线数字签名方案形
成了离线文档防伪认证系统，并将其实现。该系统实现了对文档的防伪识别认证可
以进行离线操作，不依赖于网络通信功能，并且成本低廉，无需额外的技术支持。
关键字：离线文档防伪认证；QR Code；基于身份的椭圆曲线数字签名
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Abstract
         
         
With the two-dimensional code is widely used in people's lives, more and more
areas are opportunities or opportunities as a two-dimensional code, and a
combination of active development. And in which the field of security, but the two-
dimensional code are "empty stage", in order to investigate the use of two-
dimensional code on the security certification results and advantages of using
paper for two-dimensional code security certification documents offline briefly
described.
Firstly, for the current domestic and foreign common security authentication
technology brief analysis of these security authentication technology by major
application technology and application areas to explore, to fully exploit the
credibility of security certification two-dimensional code; secondly, it will be two
dimensionality code generation and development history and current situation
analysis, a brief overview of the main forms of technology and technical level of
the two-dimensional codes, two-dimensional code will explore the structure,
classification, application status, a full understanding of the development of two-
dimensional code direction, two-dimensional code used in digital signatures
based identity among prospected; the third part will focus on the two-dimensional
code generation scheme in the two-dimensional QR code was studied, QR code
generation scheme based on the amount of data, and its performance is
analyzed; the fourth part of the two-dimensional code application in offline
documentation and design practice, and ultimately concluded; the last part of this
system is mainly to be summarized and prospected.
The main contents are as follows:
1. This paper describes the current common security authentication technology,
based on the offline documents based on the current lack of certified documents
offline raise security authentication system elliptic curve digital signature scheme
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will be based on the identity of the same combination of two-dimensional code.
2. From the need to use the technical aspect, the present system were introduced
two important technical knowledge needs to be applied to. First, more typical and
more popular of several two-dimensional code has been brief, and summarizes
the technical characteristics of the two-dimensional code, followed by information
on the QR Code coding and error correction coding are studied. Then starting
from the digital signature, encryption and digital signature emphasis on identity-
based were introduced, their practical application started to explore in the final
presentation of the elliptic curve digital signature scheme is based.
3. In this paper, the current more popular QR Code generation scheme, with the
needs of the system, QR Code generation scheme is proposed based on the
amount of data, and its performance was tested and analyzed.
4. In this paper, based on the amount of data QR Code generation scheme and
identity-based elliptic curve digital signature scheme formed the offline document
security authentication system and its implementation. The system realizes the
security identification of certified products can be off-line operation, does not rely
on network communication function, and low cost, without the need for additional
technical support.
Key Words: Offline Document Security Authentication; QR Code; Identity-Based
Signature Agreement on Elliptic Curve
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